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5 ASurvey of Browser Fingerprint Research
and Application

WERIE Allen Chou BY Web Tracking ZEi2

. JavaScript-based

fingerprints

. CSS-based fingerprints
. Canvas-based fingerprint
. Hardware-based

fingerprints

. Fingerprint based on

Audio API

. Plugin-based fingerprint
. Other: performance,

network delay, etc


https://onlinelibrary.wiley.com/doi/full/10.1155/2022/3363335
https://onlinelibrary.wiley.com/doi/full/10.1155/2022/3363335
https://web-tracking.allenchou.cc/
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@ Firefox Container, uBlock origin
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https://github.com/MBaranekTech/fp-radar
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JShelter

Fingerprint detector
report
Blocks fingerprinting

*Still can’ t pass Cloudflare

@

Extension: (JShelter) - Fingerprint Detector Report — Mozilla Firefox

Fingerprint Detector Report

www.dcard.tw

0

LT Ta T LY ETT L AYAN Track calling scripts [l Export full FPD Report as JSON [ Show details

Definition of fingerprinting behavior by FPD moedule.

BrowserProperties °

Fingerprinting methods based on simple information gathering by accessing certain APIs.

NavigatorBasic °

Basic information about browser and system. -+
NavigatorHardware °

Hardware information about device.
NavigatorMobile °

Informaticn about features supported by mobile devices.
Screenlinfo °

Information about screen and its properties.
WindowInfo °

Information about screen from root Window object.
Storagelnfo ()

Availability of WebStorage technology.
NavigatorFlags °

Binary browser settings.

Timelnfo °


https://jshelter.org/
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@ TEHEBEZAHZER IP (v4)
@ THiE®R IP
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The inner-platform effect is the
tendency of software architects to
create a system so customizable as to
become a replica, and often a poor
replica, of the software development
platform they are using.
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Profile= 2E1E, BN HIE—ERLMRIZIKA Firefox
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https://web-tracking.allenchou.cc/docs/privacy-preserving-web-tracking/
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g

@ The power to target is the power to discriminate. By
definition, targeted ads allow advertisers to reach some
kinds of people while excluding others. A targeting system
may be used to decide who gets to see job postings or loan
offers just as easily as it is to advertise shoes. -EFF

@ Cambridge Analytica, etc.


https://www.eff.org/deeplinks/2021/03/googles-floc-terrible-idea
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@ 0L WebGL #EREIEEIE
@ /1L WebAssembly #[E

51 [H Firefox Privacy Notice — Mo: x Showcase » 3D Fluid Simula' X | 83 Advanced Preferences

“— 5 © @ magnum.graphics

MAGNUM Allow magnum.graphics to use WebAssembly?

Remember this decision

thread.
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